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1.5

Preface

Preface
Intended Audience

This document is intended for the following audience:
e Customers

e Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support
Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

Introduction provides brief information on the overall functionality covered in the User Manual.
The subsequent chapters provide information on transactions covered in the User Manual.
Each transaction is explained in the following manner:

e Introduction to the transaction

e Screenshots of the transaction

e The images of screens used in this user manual are for illustrative purpose only, to provide
improved understanding of the functionality; actual screens that appear in the application
may vary based on selected browser, theme, and mobile devices.

e Procedure containing steps to complete the transaction- The mandatory and conditional
fields of the transaction are explained in the procedure.

If a transaction contains multiple procedures, each procedure is explained. If some functionality is
present in many transactions, this functionality is explained separately.

Related Information Sources

For more information on Oracle Banking Digital Experience Release 17.2.0.0.0, refer to the
following documents:

e Oracle Banking Digital Experience Licensing Guide

e Oracle Banking Digital Experience Installation Manuals
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File Uploads

2. File Uploads

Outside In (For MS Excel processing)

This is used for parsing XLS,XLSX in file uploads module. This library for Linux x64 is shipped with
OBDX. For other platforms, download from

http://www.oracle.com/technetwork/middleware/webcenter/content/oit-dl-otn-097435.html
Search Export — 8.5.3

Update the path for exepath in sx.cfg located at config/outsidein/linux64
Eg.

exepath /scratch/container/config/outsidein/linux64/exporter

For other platforms merge the sx.cfg configurations

Grant 777 privileges for Outsideln directory

Configurations for Connection Factory

Enable XA Connection Factory Enabled

Welcome, weblogic  Cennected to: OBOX_INS_TEST

Health of Rumning Servers a5 of 1:28 PN

Configuration for storing key for decrypting uploaded files and creating encrypted
response files

The key used for file decryption by default decryptor is stored in database in digx_fw_config_all_b
with prop_id as ‘ENCRYPTION_KEY’. If this is to be stored in WLS connector update the property
as below

update digx_fw_config_all_b set prop_value='KEY_STORE' where
prop_id='ENCRYPTION_KEY_LOCATION;

Update the encryption key in connector as below —
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File Uploads
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ORACLE WebLogie Server Admnisiration Cansoie 12c

Change Center ) Home Log Gut Freferences Welcome, shantanu.d | Connected to; abdx_domain
B e i e dame ey o gl S ———
Oick the Lock 8 Afebuttzn to moddy, odd or | | Settings for com.afss s conmector.rar
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Domain Structure

Outbound eredentisl mapings let you map WebLogic Server usernames to isemames i the Entesp stem (E15) to which you want Yo ean use defask utbound credental mappings for ll outhaund commechen podks in the resource sdapter, ar specky parbcular outboand
obe_domain credential mappings for indhidual coneection pecls. This pige contims the table of outbound credential mapgings for this resource adapter.

| Customize this table.
Outhound Credential Happings
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ot [ OGRS |

W credential magoi

System Status

Haahth of Running Servers a3 of 2:10 P

ed (0)
a1 (0

Overlosded (0)
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e 1]
Click New > Select ra/DIGXConnectorFILEUPLOAD > Next > Select Default User

In password field enter the encryption key
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File Uploads

ORACLE webLogic Server

Change Center

View changes

Create a New Securty Credentiol Mapping

Lock & £t Back i) | tsn | || Gancel
1S User Hame and Password

ooty e (Configure the £15 User Hame and Password that you would ke to map the ¥

Enter the ELS Use

1S User Name:

Enter the E1S Pacsword

15 Password:
Contiem Password:

e Back i) | snin | oncel

System Status

Health of Running Servers as of 2112 P

Welconme, shantanud | ¢
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File Uploads

Using Enrichers in File Uploads
(For custom defined templates only, not required for out of box templates)

e Enrichers are used to enrich or fetch a value for a given field. Lets say the field is Debit Account
Id and enricher is Account Currency, so it means that the currency for that debit account Id
needs to be fetched or enriched.

e Enricher can have enricher arguments. These arguments are passed when the enricher is
invoked.

e Enrichers are of 2 types
= Upload File Enrichers

e Static arguments (enricherArgs) — Value is passed directly from template to
enricher as label string

e Dynamic arguments (enricherDynArgs) — Value is derived from a previous
field of the record.

= Extract (Response) File Enrichers

How Enrichers are used in File Upload ?

e In File Upload XML template, the field which will enrich other fields must have ‘enricher’
attribute. This attribute must not be specified for the fields which would be enriched.

e The value of this ‘enricher attribute is the ‘ENRICHMENT _ID’ which is a column in table
‘DIGX_FW_ENRICHMENTS_B'’. Currently OBDX support only Java enrichers. Enrichers can
be in any package but must implement the ‘IEnrichment’ interface.

e On the basis of the ‘enricher attribute value mapping is done from table
‘DIGX_FW_ENRICHMENTS_B’ and the corresponding ‘ENRICHMENT_VALUE’ column
value is fetched and enrich() method of the specified Java class is invoked

Eg.

e Refer to the following figure of File Template : InternalFT.xml .

User Manual Oracle Banking Digital Experience File Upload Report Configuration 8



File Uploads

<?xml version="1.0" encoding="UTF-B" standalone="yes"?>

<FileDefinition fileName="InternalFT"
fileHandlerClassName="com.ofss.digx.app.fileupload.handlers.InternalFTFileHandler"
decryptionclass="" charSet="UTF-8" delimiter="," comments=""
isFirstRecHeader="false" simpleOrMixed="M" fillchar="" partialProcessing="100" transactionType="ITG">

<RecordDefinition
recordHandlerClassName="com.ofss.digx.app.fileupload.handlers.InternalFTRecHandler"
recordType="B"
dtoClassName="com.ofss.digx.domain.fileupload.entity.Internal FTDTO"
multiplicity="-1" maxFields="10" comments=""
parent="" length="" transaction="ITG"
mixedIdentifier="a">
<Field name="mixedIdentifier"/>
<Field name="partyId"/>
<Field name="debitAccountId" enricher="ACCTCURR" enricherArgs=""/3|
<Field name="amount" type="CD"/>
<Field name="amountCurr"/>
<Field name="valueDate" enricher="DATE" enricherhrgs="dd-MM-yyyy"/>
<Field name="creditAccountId" enricher="ACCTDETAILS"/>
<Field name="debitNarrative"/>
<Field name="creditNarrative"/>
<Field name="purpose"/>

</RecordDefinition>

<RecordDefinition
recordHandlerClassName="com.ofss.digx.app.fileupload.handlers.InternalFTRecHandler"
recordType="B"
dtoClassName="com.ofss.digx.domain.fileupload.entity.Internal FTBeneDTO"
multiplicity="=-1" maxFields="10" comments=""
parent="" length="" transaction="ITGBEN"
mixedTdentifier="B">
<Field name="mixedIdentifier"/>
<Field name="partyId"/>
<Field name="debitAccountId" enricher="ACCTCURR" enricherArgs=""/>
<Field name="amount" type="CD"/>
<Field name="amountCurr"/>
<Field name="valueDate" enricher="DATE" enricherhrgs="dd-MM-yyyy"/>
<Field name="beneId" enricher="BENE" enricherArgs="INTERNAL"/>
<Field name="debitNarrative"/>
<Field name="creditNarrative"/>
<Field name="purpose"/>

</RecordDefinition>

</FileDefinition>

Static Enrichers

e In above template, the field name ‘debitAccountld’ has a enricher ‘ACCTCURR’ with no
enricherArgs. In this case ‘DIGX_FW_ENRICHMENTS_B'’ will be queried and search for
‘ACCTCURR’ and ‘AccountCurrencyEnricher’ class is invoked.

This enricher derives the debitAccountCurr. Hence this attribute must be present in the record DTO
with its setters defined.
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File Uploads

public HashMap<String, Object> enrich (HashMap<String, Cbject> parameters) throws Exception {

SessionContext sessionContext = (SessionContext) ThreadAttribute.get(ThreadAttribute.SESSION CONTEXT) :

FileUploadPolicyHelper policyHelper = FileUploadPolicyHelper.getInstance():

policyHelper.fetchBAccountId (sessionContext, new Account (parameters.get ("values").toS5tring()),
parameters.get ("fileRefId") .toString()):

HashMap<String, Cbject> fields = new HashMap<String, Chject>():

S5tring curr = policyHelper.fetchCurrencyForAccount (new Account (parameters.get ("value") .toString()),

parameters.get ("fileRefId") .toString())
fields.put ("debitAccountlurr"”, curr == null ? "" : curr);
fields.put ("debitAccountId"”, parameters.get ("values™));
retuorn fields;

e The field name ‘valueDate’ has static enricherArgs ‘dd-MM-yyyy’ meaning that the date has
to be specifically in ‘dd-MM-yyyy’ format. This value is simply available to the enricher for
processing purpose. This enricher does not add any new field but simply modifies the value
of the current field.

public HashMap<5tring, Ckject:> enrich (HashMap<String, Ckhject> parameters) throws Exception {
DateFormat df = new SimpleDateFormat (parameters.get ("senricherfrgs") . .toString() )
Date date = nmll;
HashMap<String, Ckject> fields = new HashMap<String, Ckject>():
try
df.setLenient (false) ;
date = df.parse(parameters.get ("value”).coScring()):
fields.put (parameters.get ("field™) .toString(), new com.ofss.fc.datatype.Date (date) )
catch (ParseException el) {
Exception & = new Exception():
e.3etErrorCode (UploadErrorConstants. FU INVALID VALUE DATE)

throw =;

return fislds;

Dynamic Enrichers
If ‘enricherDynArgs’ is specified

Eg. enricherDynArgs="beneld~beneName” on beneficiary address field, the parser simply invokes
getters on beneld and beneName fields and passes the values to the enricher in a map. It should
be noted that these fields must be defined previously/above the beneficiary address field, so that
parser has already completed the setter operation.

Eg.

<Field name=" beneld"/>

<Field name=" beneName "/>
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Extract (Response) File Enrichers

<?xml version="1.0" encoding="UTF-2" standalone="yes"?=1

<FileDefinition fileType="czv" delimiter="," handler=
)

<RecordDefinition recordType="H"=1
<Field name="record" label="RECORD" /=1
<Field name="recRefld" label="RECORD REF NO" /=1
«Field name="fileRefld" label="FILE REF NO" f=1
<Field name="digxRefld" label="E-BANKING REF NO" /=1
9 <Field name="contractRefld" label="CONTRACT REF NO" /=1
«Field name="recStatus" label="RECORD STATUS" /=1
<Field name="errCode" label="STATUS CODE" /=1
«Field name="errMsg" label="STATUS DESCRIFTION" f=1
< fRecordDefinition=1
.

<RecordDefinition query="ResponseList" recordType="B"=1
«Field name="record" no="1" wrapchar=""/=1
<Field name="recRefld" no="2"/=1
<Field name="fileRefld" no="3" />1

g «Field name="digxRefld" no="4" /=1

<Field name="contractRefld" no="5" /=1

<Field name= Status” no="6" /=1

<Field name="errM=zg" no="38" /=1
</RecordDefinition=1]
.

<fFileDefinition==

<Field name="errCode" no="7" enricher="ERRORMSG" enricherargs=""/=>1

File Uploads

,.-H'u ofzs.digx.frameworle.fileupload.extract. CSWHandler" encryptionClass=""=>1

Enrichers can be added to response file templates. The enricher class is invoked in the same way
as upload templates. Eg, in above case, localized error message need to be added to extracts from

‘errCode’. Extract enrichers do not support dynamic arguments.
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4,

3. Reports

Reports in OBDX can be used with Internal Reports Engine or Oracle BI.

Reports — Internal Report Engine
update digx_rp_definition set provider='IN', allowed_formats='"PDF" ;

update digx_rp_definition set  allowed_formats='"PDF~CSV' where
(‘Al1','A3''A4''A6''AT''A9','C3','C8");

Reports

report_id

in

Reports — Bl Configuration
Execute below query for those reports which need to pointed to Bl
update digx_rp_definition set provider="BI', allowed_formats="PDF~EXCEL";

Update Bl webservice URL as

Update digx_fw_config_out_ws_cfg_b set url="http://<Bl Host>:<BI
Port>/xmlpserver/services/v2/ReportService?WSDL' where service_id="runReport'

Login to Bl and navigate to Administration link. Add JDBC data source
a. OBDX - Points to OBDX schema
b. BAT121 - Points to UBS EXT schema

ORACLE' a1 publisher Enerprise sexth

Administration

JDBC | INDI  File LDAP | OLAP Web Services HTTP | Content Server

Administration  Help *

Add OUD data source — OUD-aon (Required only for User Creation Report)

ORACLE b1 publisher Enterprise P—
Administration

s Lowp
JOBC NDI | File | IDAP| OLAP Wb Services | WITP Content Server

Add Data Source
Data Source Name LDAP Connection URL Delete
Idaps// mumdi0 an.in, oracle.com: 1389

Upload all xdoz and xdmz from config/resources/report/obill7

User Manual Oracle Banking Digital Experience File Upload Report Configuration
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http://ofss310661:9502/xmlpserver/servlet/adm/datasource/updateconnection?mode=UPDATE&type=jdbc&name=OBDX&_sTkn=8b01fee415cac0a5857
http://ofss310661:9502/xmlpserver/servlet/adm/datasource/updateconnection?mode=UPDATE&type=jdbc&name=BAT121&_sTkn=8b01fee415cac0a5857

Reports

* C | @ ofss310661 mipserver/servet/catalog?_sTkn=Bb01feed15cac0as
ORACLE' i Publisher Enterprise
Catalog
+r & S 4B Location My FoldersOBDX v
Folders [l AT6_EXTERNAL_PAYMENT_REPORT LastModifed 67/17 042 AM  Groated By adminstator
=] Scheduls Jobs  Job Mistory EQR More ¥
18 Wy Foder
[y ALUSER PARTY LastModed 511617 122PM Greatad By administtor
» e G54 £ Opin Schedule Jobs JobHistory Edt More v
418 Shered Folders [ A2_RESOURCE_CHILOROLE _LastModed 5/10/17 122 PM  Croated By adminis¥ator
» B Components 5] Opén Schedule Jobs JobMistory Edit Mor
» B Samples [ AIWALLET_KYC Lasthodded 516/17 122 PM _ Created By adminis¥ator
5] Opan Schodule Jobs Job History Edit More v
A_WALLET_DETAILS  Last Modified 5/10/17 122 P Created By administraor
I5) Opn schedule Joos JobHistory Edt More
[ A6_WALLET_TRANSACTION Lasthodied 5/16/17 122 PM  Created By adminiswator
] Opan Schedule Jobs Job History Edit More ¥
A7_APPROVAL_RULES  LastModified 5/16/17 1.22 P Created By administrator
[ undesned
Open  Schoedule Jobs Job Mistory Edt  More
[y A7_C1_WORKFLOW_PANELS  LastModifed 522117 1134 A Created By administrator
5] Opan “Schedule Jobs JobMistory Edit More v
AB_C2_PENDING_APPROVALS  LastModited S/16/17 122 PM  Created By administator
1 Opan Schedule Jobs Job Mistory Edt  More v
[y COPARTY_FLMAPPING  LostModifed 5/16:17 122 PM_ Created By adminisiratr
i 5 Opin Schiedule Jobs JobMistory Edt More v
[y CA_PARTY_PAYEES LastModiSed 5/16/17 122PM _Created By administator
5] Open schiedule Jovs JobMistory Edit Mote v
[ C5_USER_FLMAP LastModited 5/16/17 122 P Crealsd By aoministrator
Ho Schedule Jobs Job Mistory Edit More v
CO_FILUSER_MAP _ LastModifad S/16/17 122 PM  Created By administrator
Opén Schedule Jobs  Job Mistory EdR More
Tasks
1, C7_USERGRP_PARTY LastModifed 5/16/17 122 PM  Crealed By administrator
im 0BDX Il Opan Schedile Jobs JobHistory Edt More
o froane 1 Upiond A16_EXTERNAL_PAYMENT_REPORT  LastModifad 6/7/17 033 AM  Created By administrator
- ol ot More v
X Delet &, Download
A1_USER_PARTY  LastModied 5116/17 122PM _ Created By administiator
8 Conr Ao Edi Moo v
i) Rename A2_RESOURCE_CHILD_ROLE  LastModified 5/16/17 122 PM  Created By administrator
R 5 Chiid Role
§ Permissions @ Properse gt
4 Expod XLFF
L o e AI_WALLET_KYC  LastModied 5116/17 122PM  Created By administrator
€61 More v

Search Al

Home. Catalog

New v

LARTH - ) o @ (¢}
O, Administation  Help v Sign Out +++
Open v Signed InAs  administrator v

o

5. Note the user used for Bl console and the folder in which these artifacts are uploaded.

Update the paths if required —

select * from digx_fw_config_all_ b where category id='reportconfig’ and prop_id

'BI_ABSPATH%'

Oracle Bl Credentials are stored in WLS connector

ORACLE Weblogic Server Asminisialion Conson 12¢
Change Center @ Home Log 0wt Preferences [ necord e

View changes and restarts o Summacy of Daployemants
ik the Lock 8 E4 bution fo modey, add or | Summary af Deplayments
Gelee tems  ths doman

Configuration | Contrl | Moniaeing

Lock BEat
Release Confguration
displays the hst of Java EE standalane
Domein Structurs You can et instabed 2ok

ey

B -Caen Partions To instal a new apphcation o module for deployment a target i this domain, cick Install,

#-Emmaronment
loyments.

o s domain.

the domam by selectig the checkbax next 1o the applcation nsene and then usimg the controls on this page.

Welcome, shantanu d | Connected to: obax_domai

like

¥ Customize this toble
#-Services
Securty Reaims Deployments
SH-intespersvity
- Diagnostis - Updain| | Gelein showeng 110 70.0f 71 prevous | et
Hame & State  Wealth | Type Targets Scope | Domain Partitions | Deployment Order
. vacie businessediter{1.0,12.2.1.1.0) Actve Ubrary AdminSerer, obde_chiter | Gobal 100
ot orade. doman{1.0,12.2..10) Active brary Admingerver, obi_chister Glsbal 100
How do 1... a o0 ornde, oo weba0p(1.0,12.2.1.0.0) Active Library MdminSarves, obis_chister Global 100
[T — (R AutHDBER Acve | #OK | Enterprce dpphcaion | obd_chter Gt 0
+ Conligurs an entarprse apgicaton
: E:d:! ;,:E:;: :f:;:f;::um“ # Fp Bachesourceidaster Actve | #OK | Enterprce dpphcaion | obd_chster Gsbal 0
. ) coherence-transactonrrar Acive |¥OK | Resource Adupter AdminServer, abdx_chster Global 100
o Dosloy 18 modues £ comofs. dige.app comnactor Acve | 0K | Enterprise Applcation | cbd_chter Glkal w0
o Install a Web application o T T 1
F— B ( @om st dancomucan ) | asource schoar |
Health of Rumemng Servers as of 2:09 P S — |
I I Hone ta display
I cotcal (0) 5 Wb Senvices
[ Overkosded (0) Prvryr—
I Warmeg (0) T
[F—er 5 PR com.ofes dg. app.chatbot.rest Acve | #OK | Enterprce dpphcaion | obd_chter Gt o
. com.sss dg. . servce sk Acve | #OK | Enterprse dpphcaion | obd_chister Gsbal 0
® £ com.ofss dig.apgn.senvice.soap Adve | oK | Entepise Applcation | cbd_chster Glokal o
o016 g hDOR17.2.0.0.0, 201 T07211119) actva ubrary Adminserver cbds_chister | Glsbal 0
8 DMS Applcation (122110} Acve | oK | Web Appication Admingerver, obd_chster Gsbal s
 pem Actve | oK |Enemrise dpplcation | Adminserver Gistal ™
 emagentsdhamplnn Ja(12412.1.040) Actve Lbrary Admingerver Gobal 100

Add outbound credentials for this application, by following below steps.
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Reports

Browse to the deployed connector application > Security > Outbound Credential Mapping section

Settings for com.ofss.digx.connector.rar
Overview = Configuration Security = Control | Testing = Monitoring
Roles  Policies  Outbound Credential Mappings = Inbound Principal Mappings  Principals
Outbound credential mappings let you map WebLogic Server usernames to usernames in the Enterprise Information System (EIS) to which you want to connect using a resource adapter. You can use defay
credential mappings for individual connection pools. This page contains the table of outbound credential mappings for this resource adapter.

P Customize this table

Outbound Credential Mappings

| New | | Delete
|| | WS user &% EIS User Outbound Connection Pool
There are no items to display
New | | Delete

Click new and select ra/DIGXConnectorBIPREPORTS

Create a New Security Credential Mapping
Back | Next l Finish | Cancel

Outbound Connection Pool

Which Outbound Connection Pool would you like the credential map to be associated with? Selecting Resource Adapter Default will configure

P Customize this table

Create a New Security Credential Map Entry for:

| | Outbound Connection Pool &%

¥ | ra/DIGXConnectorBIREPORTS

ra/DIGXConnectorFILEUPLOAD

ra/DIGXConnectorMERCHANT

Resource Adapter Default

Back | Next I Finish |Cancel

Select Default user option
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Reports

Create a New Security Credential Mapping
Back | Next l Finish ‘ Cancel

WebLogic Server User

Select the WebLogic Server User that you would like to map an EIS user to. Selecting 'User for creating initial g
authenticated WebLogic Server user that does not have a credential mapping specifically for them. Selecting |
This user must be a configured WebLogic Server user.

User for creating initial connections
¢ Default User

Unauthenticated WLS User

Configured User Name

Weblogic Server User Name:

Back | | Next | Finish ‘Cancel;

Enter administrator credentials of BIP and click Finish

Create a New Security Credential Mapping
Back | [Nex | Finish ‘ Cancel

EIS User Name and Password

Configure the EIS User Name and Password that you would like to map the WebLogic Server User to:
* Indicates required fields
Enter the EIS User Name:

* EIS User Name:: administrator

Enter the EIS Password:

* EIS Password::

* Confirm Password::

Back | [Tiext ‘ Finish | Cancel
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